Module 6: Keep It Safe                                                                                                                                                                                                
What to Do If You Suspect You Are a Victim of Identity Theft 

If you believe you are a victim of identity theft, the FTC recommends that you immediately take the following actions: 

· File a report with your local police. Get a copy of the police report, so you have proof of the crime. 

· Contact your creditors about any accounts that have been changed or opened fraudulently. Ask to speak with someone in the security or fraud department. 

· Follow up in writing, and include copies of supporting documents. 

· Keep records of your conversations and all correspondence. 

· Use the Identity Theft Affidavit at www.ftc.gov/idtheft to support your written statement. 

· File a complaint with the FTC using the online complaint form (www.ftccomplaintassistant.gov) or call the FTC Identity Theft Hotline. 

· Ask for verification that the disputed account has been closed and the fraudulent debts discharged. 

· Call the FTC’s Identity Theft Hotline at 1-877-IDTHEFT (438-4338) or visit www.ftc.gov/idtheft. 

Fraud Alerts 

If you suspect you have been a victim of identity theft, or think you are about to be, (e.g., if your wallet is stolen): 

· Contact the fraud department of any of the three major credit reporting agencies. The agency you call is required to notify the other two credit agencies. Tell them you are an identity theft victim (or potential victim). 

· You have the right to place an initial fraud alert in your credit file. You can do this by calling, writing, or visiting any of the three credit agencies online. This initial fraud alert will last for 90 days. 

If you know you are a victim of identity theft, you may have an extended fraud alert placed in your credit file. 

· The extended fraud alert requires a lender to contact you and get your approval before authorizing any new account in your name. 

· The alert is effective for seven years. 

· To place an extended alert in your credit file, submit your request in writing and include a copy of an identity theft report filed with a law enforcement agency (i.e., the police) or with the U.S. Postal Inspector. 

You can get a free copy of your credit report if you ask when you place a fraud alert on your file. Active-duty military personnel have the right to place an alert in their credit files so that lenders acting on loan applications can guard against possible identity theft.

Security Freeze 
· Many states have laws that allow you to place a security freeze on your credit file. A security freeze restricts potential creditors and third parties from accessing your credit report unless you authorize the release of the security freeze. 

· Be aware that using a security freeze to restrict access to your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application for credit. 

· State laws vary, and there may be a charge to freeze and unfreeze a credit file. The cost of placing, temporarily lifting, and removing a credit freeze also varies. Many states make credit freezes free for identity theft victims; while in other states consumers pay a fee, typically $10. For more information please visit: www.ftc.gov. 

